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Executive Summary

In the White Paper Calculating Reserves for Cyber Risk: Integrating Cyber Risk with
Financial Risk [W215], we showed how analysts using The Open Group Open FAIR™
Standards can measure cyber risk in economic terms as a distribution. From that distribution,
Value at Risk (VaR) and Conditional Value at Risk (CVaR) calculations were made and
integrated with other financial risks to render a holistic, economic risk picture against which
reserves could be calculated. The example in that document demonstrated how Financial
Institutions (FIs) can make Risk-Adjusted Return on Capital (RAROC) decisions and can
comply with regulations that emphasize Tier 1 reserve management.

Effective VaR and CVaR measurements depend upon accurate models of the tail of each
risk factor’s distribution. The calibrated estimating technique, however, does not address the
low frequency, high impact events analysts need to calculate VaR and CVaR. Without
adjusting calibrated estimates to infer tail events, VaR and CVaR calculations derived from
those estimates are meaningless. Tail events missing from the calibrated estimates can be
inferred by extending a bounded distribution or by properly applying a calibrated estimate to
specify an unbounded distribution. By adjusting a calibrated estimate in this way, analysts
can make meaningful VaR and CVaR calculations to support accurate, compliant reserve
calculations in Fls.

Expressing meaningful cyber risk estimates in the same terms as other financial risk
estimates removes a historical boundary between cyber risk and other enterprise risk,
making the information flow between enterprise risk managers and cyber risk managers
boundaryless.
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Introduction
This document is the third White Paper in the Calculating Reserves for Cyber Risk series.

In the Open FAIR™ Body of Knowledge — which comprises The Open Group Standard for Risk Taxonomy
[O-RT] and The Open Group Standard for Risk Analysis [O-RA] (hereafter referred to as the Open FAIR
Standards) — all risk factors are considered random variables. The Open FAIR Standards refer to and depend
upon making calibrated estimates of the Minimum (Min), Maximum (Max), and Most Likely (ML) values to
specify the range of a risk factor followed by a choice of that factor’s Distribution (Dist). For example, the
risk factors Loss Event Frequency (LEF) and Loss Magnitude (LM) may be specified as shown in Table 1.

Table 1: Example Inputs for an Open FAIR Analysis

LEF Loss Magnitude (LM)

Primary Loss Secondary Loss

SLEF? Secondary Loss Magnitude

(Events/Yr) Response ($) Probability Response ($) Fines & Judgments ($)

MIN 0.2 30,000 0.2 15,000 1,000,000
ML 0.5 100,000 0.3 25,500 1,200,000
MAX 1 200,000 0.5 60,000 1,500,000

DIST Triangular Triangular for each LM Risk Factor

Risk factor estimates are forward looking. That is, the actual value of the risk factor is estimated at the
beginning of a period, to be observed later at that period’s end. An estimate is considered accurate when the
observed value lies within the previously estimated range nine times out of ten. Further, half of the
observations not captured within the range should be below the Min and the other half above the Max.

Calibrated estimates are not designed to capture observations that have less than a 10% probability of
occurring, and when used to specify bounded distribution choices, they deliberately exclude the 5% most
impactful loss events from the analysis and risk model. It has been assumed that using calibrated estimates
that ignore these outliers will not affect the decision support quality of the estimate.

But what if that assumption is not true? As discussed in first two White Papers in this Calculating Reserves
for Cyber Risk series [W215, W221], the authors discussed the definition and importance of calculating
Value at Risk (VaR) and Conditional Value at Risk (CVaR),? the significance that those calculations have on
calculating reserves that comply with international banking law, and the role VVaR and CVaR can have in

1 These parameters are the same ones used in the example discussed in the White Paper Calculating Reserves for Cyber Risk: Integrating Cyber Risk
with Financial Risk [W215].

2 SLEF is short for Secondary Loss Event Frequency.
3 See the White Paper Calculating Reserves for Cyber Risk: Integrating Cyber Risk with Financial Risk [W215] for full descriptions of VaR and CVaR.
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making go/no-go investment decisions based upon RAROC measures.* VaR and CVaR look at low
probability and high impact losses beyond a 95% confidence threshold. In the Calculating Reserves for Cyber
Risk examples, those thresholds were at 99%.

Many cyber risk analysts use bounded distributions such as the uniform, triangular, or Beta-PERT
distributions® to model risk factors and specify those distributions by a calibrated estimate. The tail
information to accurately calculate VaR and CVaR calculations that is missing from those estimates raises
many questions:

» What is the significance of calibrated estimates that only cover 90% of a risk factor’s range, with 5% of
the most significant losses (so-called “tail” events) deliberately not counted or estimated?

» How does the choice of distribution affect VaR and CVaR?

» How does an unbounded distribution, such as a log-normal distribution’s VaR or CVaR, compare to
bounded distributions’ such as the uniform, triangular, or Beta-PERT?

» Can a calibrated estimate be adapted to infer the missing 10% of the range, and if so, how?
« How do calibrated estimates and choice of distribution affect VaR and CVaR calculations?

» How can analysts who need a VaR or CVaR use or extend calibrated estimating techniques to make
reliable VaR and CVaR calculations?

« If calibrated estimates do not include expected outliers, and those outliers are important to supporting
decisions, what is the Open FAIR analyst to do?

This document resolves some of these questions and gives some insight into the significance and implications
of using calibrated estimating techniques to specify the minimum and maximum range of a distribution and
the choice of the distribution itself. This document shows how to extend a calibrated estimate to infer the tail
of a bounded distribution and how to apply calibrated estimation to unbounded distributions. Through these
techniques, a calibrated estimate combined with a distribution can be used to make meaningful VaR and
CVaR calculations.

* The examples used in the Calculating Reserves for Cyber Risk series are reused throughout this document. The terms and definitions used in those
documents are used here as well, with the assumption that the reader knows and understands them.

5 Note that the distribution types included in this document are examples. Any “true” distribution is likely unknown to the analyst, and analysts must
recognize that any choice of distribution carries with it the uncertainty and potential model error associated with that choice being “wrong”. Analysts
must understand how that introduced uncertainty affects the decision quality of the decision the analysis is supporting. The distribution examples
included in this document are illustrative of how modeled risk results might vary with a choice of distribution, but they do not indicate any preference
for one distribution over any other in modeling cyber risk factors.
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How Calibrated Estimates and Distribution Choices Influence Tail
Risk Calculations: An Informatics Approach

The Open Group Standard for Risk Analysis (O-RA) [O-RA] discusses how a calibrated estimate
characterized by a Min, Max, and ML value along with a Dist is the standard way to characterize Open FAIR
risk factors as random variables. Tail risk — that is, VaR and CVaR — was not considered in the development
of the O-RA Standard at that time. Subsequently, the first two White Papers in the Calculating Reserves for
Cyber Risk series were published that shed light on the significance of tail risk in calculating reserves in an
FI. What was not covered was a robust discussion of how tail risk can be evaluated from the combination of a
calibrated estimate and choice of distribution. This section presents and elaborates upon two main points:

» The calibrated estimate by itself gives no insight into tail risk

« Tail risk depends upon the distribution chosen

Calibrated Estimates Alone Contribute Nothing to Understanding VaR

Cyber risk models that use calibrated estimate ranges alone omit all the data required to calculate VaR and
CVaR. Consider the following example:

Suppose a calibrated estimate of ALE was between $10 and $100. By the definition of a calibrated estimate,
five losses out of 100 would be below $10, and five losses out of 100 would be above $100.

Now suppose that the five losses above $100 are all at $150. That is, there is a 5% probability of a $150 loss,
a 90% probability of a loss between $10 and $100, and a 5% probability of a loss at $5.

For CVaR calculation at the 95™ percentile or beyond, the expected value in the tail is $150. That is to say
that the calibrated estimate missed all relevant data informing a VaR or CVaR calculation. The calibrated
estimate’s range by itself offers no information whatsoever to the understanding of tail events at or beyond
the 95" percentile.

While calibrated estimates of a single random variable account for 90% of all observations, the calibrated
estimates of two random variables multiplied together, as is required to calculate risk from LEF and LM,
account for only 81% of all observations, as indicated in Table 2.6

& Open FAIR models also add random variables together, such as summing two uniform random variables, which results in a triangular distribution.
Tail analysis of the sum of random variables can be done similarly to this analysis.
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Table 2: Observations that Contribute to a 99t Percentile Tail VaR and CVaR

Loss Magnitude (LM)

0-5% Calibrated Estimate Range (5-95%) 95-100%
0-5% 0.25% 4.5% 0.25%
Calibrated 4.5% Data Used from Calibrated Estimate 3.75-4.5%
Estimate 81% of total data (0.9*0.9)

LEF Range
(5-95%)
0-0.75%

95-100% 0.25% 3.75-4.5% 0-0.75% |0.25%

In Table 2, the 99" percentile tail of the product LEF and LM is somewhere within the gray shaded area.’
The exact location within that area depends upon the relative distribution differences between LEF and LM.
Here again, unadjusted calibrated estimates cannot provide the information needed for VaR and CVaR
analysis.

The Significance of Selecting a Distribution to Model a Risk Factor

Analysts and risk factor estimators will be uncertain about which distribution best models each cyber risk
factor. However, choosing a single distribution to model each risk factor implies that the true distribution is
known “with certainty”. Typically, analysts do not know with certainty the closest-fit distribution for any
cyber risk factor and are presenting results that claim more certainty than warranted by the available data and
knowledge of the cyber risk landscape.

This section gives an example of how risk results change with the choice of distribution. Analysts can use
this as an example of a sensitivity analysis of distribution choice and to justify developing stronger rationales
behind their choices of distributions.

Distributions such as the uniform, triangular, or Beta-PERT are bounded by their minimum and maximum
values. Analysts who use these distributions in Open FAIR analyses, as complete specifications of the range
of those distributions, deliberately exclude 10% of all observations from the analysis. Of those excluded
observations, half will be below the minimum and half above the maximum of the specified distribution.

Absent analysis, it is unclear what effect that exclusion has on risk results, particularly VaR and CVaR. It is
also unclear how the selection of a bounded distribution affects those results. Table 3 shows the results for
the risk scenario described in Table 1 using the Min, Max, and ML values directly entered in a Monte Carlo
Simulation (MCS) risk modeling tool that can model uniform, triangular, or Beta-PERT distributions.

" Note the shaded area represents 1.75% of all possible observations. The tail’s 1% observations lie somewhere within that 1.75%.
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Table 3: Results of Using the Same Calibrated Estimates Across Three Bounded Distributions
CVaR at
ALE at 99th VaR at 99th 99th
Distribution Used Average Percentile Percentile Percentile
Uniform 333,370 2,843,659 2,509,959 2,906,663
Triangular 299,401 2,687,291 2,387,890 2,776,844
Beta-PERT 262,507 2,579,159 2,316,652 2,532,229

The uniform distribution with its comparatively fat tail has the highest 99'" percentile Annual Loss
Expectancy (ALE), VaR, and CVaR results. The Beta-PERT with its narrow tail bounded by the Max value
has a very low probability of selecting values near the maximum end of the range, which explains its
comparatively lower results. The triangular distribution lies somewhere in between.

Whether any of these differences matter depends upon their relevance to the question the analysis supports. If
the difference between the numbers matters for the decision, then further investigation into the most relevant
distribution is worth pursuing. If any choice of distribution suffices upon which to base the decision, then no
further analysis is justified. In this example, if the uncertainty in VaR being between $2.317M and $2.524M
(or CVaR between $2.60M and $2.95M) does not change a decision, then no further analysis is needed. Any
choice of distribution would be sufficient to support that decision.

As discussed in the next section, calculating VaR and CVaR requires calibrated estimates to infer the tail of a
bounded distribution.

WWW.0pengroup.org A White Paper Published by The Open Group 9
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Using Calibrated Estimates to Infer a Tail of a Bounded Distribution

How significant are the two missing tails of a calibrated estimate-specified bounded distribution? How can an
analyst add to a 90% overall accurate range estimate the two missing 5% tails? This section extends the
example of the three distributions used in Table 3 to reflect an inferred, but otherwise missing, left and right
tail from distributions specified solely by an accurate, calibrated estimate.

Conceptually, adding an inferred tail to a distribution consists of expanding the distribution’s minimum and
maximum specification while preserving:

» The distribution’s ML value, or, in the case of the uniform distribution, which has no ML value, its mean

+ All other parameters that define the distribution outside of its minimum and maximum range, such as the
shape parameter of a Beta-PERT distribution

The simplest example of inferring a tail on a distribution is the uniform distribution case. A 90% accurate
calibrated estimate of a uniform distributed random variable can be extended by simply multiplying the
calibrated estimate’s total range (Min-Max) by 1.111 (that is, divided by 90%) and keeping the calibrated
estimate’s midpoint. Figure 1 shows the overall process of how a uniform distribution specified by an
accurate calibrated estimate can be transformed into an inferred tail uniform distribution. The math is left up
to the reader.

Min =———— Calibrated Estimate Range ——— Max

90% Accurate Calibrated Estimate :
Uniform Distribution i

. +——————— 100% Cumulative Probability ———
(1.9"Min — 0.1*Max)/1.8 —,| |l (1.9'Max - 0.1*Min)/1.8
. ) » i
s el i .~ 5% Cumulative Probability
Inferred Tail |

Uniform Distribution

5% Cumulative Probability N

l

Figure 1: Inferring a Tail onto a Uniform Distribution

Inferring tails onto triangular and Beta-PERT distributions follows a similar process to that shown in Figure
1, while staying consistent with the concepts of preserving the ML and other specifications of the
distribution. In each case,® only the distribution’s minimum and maximum values are adjusted to infer
(derive) the tail from the calibrated estimate.

In the examples that follow, the risk factors described in Table 1 are modeled as uniform, triangular, and
Beta-PERT (shape parameter 4) distributions. All risk factors share the same bounded distribution. For

8 That said, see the compromise made for the triangular distribution later in this document.
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example, the LEF, SLEF, and each form of loss (Primary Response, Secondary Response, Fines and
Judgments, etc.) are all modeled as either uniform, triangular, or Beta-PERT.

For each example below, the risk factor estimates shown in Table 4 are modeled with their respective
distributions.

Table 4: Risk Factor Parameter Estimates Used Throughout This Document

LEF LOSS MAGNITUDE (LM)
PRIMARY LOSS SECONDARY LOSS
SLEF SECONDARY LM
(Events/Yr) Response ($) Probability | Response ($) Fines & Judgments ($)
MIN 0.2 30,000 0.2 15,000 1,000,000
ML 0.5 100,000 0.3 25,500 1,200,000
MAX 1 200,000 0.5 60,000 1,500,000

Example 1: Inferring a Tail on a Uniform Distribution

Modeling each risk factor shown in Table 4 as a uniform distributed random variable and then inferring tails
on each of those random variables is analyzed below. The “current” state analysis is the uniform distribution

as specified through the calibrated estimate. The “proposed” state analysis is the uniform distribution
specified through the inferred tail process described in the previous section.

Inputs to the Uniform Distribution Model

The inputs to the model are shown in Figure 2 and Figure 3. Each distribution is uniform, and the proposed

state shows how the specifications of the uniform distribution were modified to infer the left and right tail
from the calibrated estimate specified in the current state.

WWW.opengroup.org
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Loss Event Simulation (LEF) Results Loss Event Frequency (LEF)
Beta-PERT Distribution
Min ML Max Lambda
Current 0.2 0.5 1 0
Proposed 0.1556 0.5 1.0444 0
Average 0.60 0.60 Average 0.58 0.58
Variance 0.64 0.66 Percentile 95% 0.96 1.00
LOSS EVENT FREQUENCY LOSS EVENT FREQUENCY
BO%% 100%
9
S8 a0
405 1
I %
- .
2%
1056
I
0% L — - 0%
o 1 2 3 4 E B 7 o 032 04 06 08 1 12
LOSS EVENTS PER YEAR LOSS EVENTS PER YEAR

Figure 2: LEF Inputs to the Uniform Distribution Example®

® The uniform distribution is also modeled as a Beta-PERT distribution with shape factor (1) equal to zero. The ML parameter has no meaning and
should be ignored for this distribution.
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Table 5 shows how adjusting the endpoints of the uniform distribution to infer the implied missing
information from an accurate calibrated estimate specification of the endpoints affects each risk factor’s
range. Note how these adjusted parameters vary from the original calibrated estimates. Analysts who are
trying to capture these tails may not intuitively expect the percentage changes shown here. This is because a
fixed offset is being added (subtracted) to the maximum (minimum) estimated value, then divided by the
original maximum (minimum) value.

Table 5: Uniform Distributed Risk Factor Adjustments

Min Max

Original Revised % Change |Original Revised % Change
LEF 0.2 0.1556 -22.2 1 1.044 4.4
Primary 30,000 20,556 -315 200,000 209,444 47
Response
SLEF 20% 18% -10 50% 52% 4.0
Secondary 15,000 12,500 -16.7 60,000 62,500 4.2
Response
Secondary Fines | 1,000,000 890,616 -10.9 1,500,000 1,527,778 1.9
& Judgments

Results of Example 1: Uniform Distribution

Figure 4 and Figure 5 show the results of a 5,000-trial MCS of the calibrated estimate-specified uniform
distributions for each risk factor (Blue) and the inferred tail specifications derived from the calibrated
estimates (Orange).
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LOSS EVENTS PER YEAR

5%

A%

E1

% I|

0%

A
0 1 H 3

L}
LOSS EVENTS

Current

Average 0.60
Chance Loss Events Exceed 1 44.3%
Loss Events at Percentile 95% 2

SINGLE TOTAL LOSS MAGNITUDE
100%
0%
BO%
0%
[1:3
S0%
0%
%
0%
10%
0%
L] 7 $200000  S4DODOD  $EOO000  SEDOOOD 1000000 $1200000 S1A00000 S1600000 51800000 52000000
LOSS MAGNITUDE
Current Proposed Difference
Proposed  Difference Average $552,940 5550763 52177
0.60 0.00 Chance of Exceeding $1,400,000 16.7% 16.5% 0.2%
43.7% 0.6% Single Loss at Percentile 99.0% $1,660,122 $1,687,519 -527,398
2 0 VaR at 99 Percentile $1,107,181  $1,136,756 -$29,575
CVaR at 99 Percentile $1,134,944 $1,167,825 -532,882

Figure 4: LEF and Single LM Results for the Uniform Distribution
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100%

a0%

B0%

ANNUAL LOSS EXPOSURE

—_

S0 500,000 51,000,000 51,500,000 52,000,000 52,500,000 43,000,000 53,500,000
ANNUAL LOSS EXPOSURE [$)

Trial 95 of 5000
Current Proposed Difference
Average $333,700 $328,760 54,940 - I $0
Chance of Exceeding 51,000,000 18.6% 18.0% 0.6% > | e
Annual Loss at Percentile 99.0% 52,843,659 52,863,456 -5$19,796
VaR at 99 Percentile 52,509,959 52,534,695 -524,736 I $0
Expected Value of 99 Percentile Tail 53,240,363 53,320,358 -$79,995 o
CVaR at 99 Percentile 52,906,663 52,991,597 -584,934

Figure 5: ALE Results for the Uniform Distribution

It appears that while averages do not materially change, VaR and CVaR moderately do in this example.
These results, however, may be in the expected statistical variation between individual MCS runs. If
understanding the significance of these changes were necessary to support the decision the analysis
supported, more simulations could be run and analyzed. In this example, it does not appear that inferring a
tail on uniform distributions will make much of a difference. Other analyses, however, could have different
results.

Example 2: Inferring a Tail on a Triangular Distribution

Figure 6 describes the goal of inferring a tail on a triangular distribution. The difficulty, however, is that
simply extending the base of the triangle and holding the apex ML value of the triangle constant is
incompatible with achieving a balanced left and right tail, each of which has a 5% cumulative probability.
The only case where the left and right tails can be equal occurs when the apex is halfway in between the Min
and Max values. That is, only when the triangular distribution is isosceles — that the ML is the average of the
Min and Max calibrated estimate values — can the tail probabilities be equal.
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Calibrated Estimate Range
¢ ML

Max

90% Accurate Calibrated Estimate Distribution
100% Cumulative Probability

§M|_

5% Cumulative Probability
5% Cumulative Probability

E Inferred Tail Distribution (
: 'l 90% Cumulative Probability .

Min’ < Adjusted Range for Inferred Tail » Max’

Figure 6: Goal of Inferring Tails on a Triangular Distribution

The analyst then must either relax the constraint of keeping the ML value the same or must accept that the
left and right tails will not each be 5% cumulative probability, but hopefully something close. The choice
made in this example for illustrative purposes was to maintain the ML value and accept the unequal spread of
the total 10% cumulative probability between the left and right tail. Other analysts may make different
decisions, especially when context specific to the analysis demands it.

Inputs to the Triangular Distribution Model

In the example that follows note that because each triangular distribution is skewed left, the adjusted
(proposed) right-hand tail’s 95" percentile values, as indicated in Figure 7 and Figure 8, are at or very close
to the calibrated estimates” Max values — just what is needed for an accurate VaR and CVaR analysis.
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Loss Event Simulation (LEF) Results

Average 0.57 0.58
Variance 0.58 0.62

LOSS5 EVENT FREQUENCY

Loss Event Frequency (LEF)

Triangular Distribution

Min ML Max N/A
Current 0.2 0.5 1 (]
Proposed 0.027 0.5 1.197 0
Average 0.56 0.57
Percentile 95% 0.86 1.00

LOSS EVENT FREQUENCY

700 100%
0%
BO6
a0x
S8 7%
60%
408
50%
306 4%
206 30%
0%
1066
10
o 1 z 3 4 5 B o D2 04 D& o3 1 12
LOES EVENTS PER YEAR LOSS EVEMTS PER YEAR
Figure 7: LEF Inputs to the Triangular Distribution
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Table 6 shows how the risk factor Min and Max values changed to infer the tail while maintaining the ML.
To infer a 5% cumulative probability of observations below the calibrated estimate’s minimum and a 5%
cumulative probability of observations above the calibrated estimate’s maximum requires adjustment of the
risk factor estimates between -100 and +21%. The triangular distribution results are shown in Figure 9 and
Figure 10. The magnitude of the adjustments needed may be unintuitive to the analyst who is trying to
capture tail events from an assumed calibrated estimate. Additionally, the calculated Primary Response loss
adjustment resulted in a minimum loss less than zero, something that violates the constraint of all loss
estimates being greater than or equal to zero. The 0 value for the Min Revised is the pragmatic compromise
made to stay within the constraint.

Table 6: Triangular Distributed Risk Factor Adjustments

Min Max
Original Revised % Change |Original Revised % Change
LEF 0.2 0.027 -86.5 1 1.197 +19.7
Primary 30,000 0 -100 200,000 241,153 +20.6
Response
SLEF 20% 14% -30.0 50 58 +16.0
Secondary 15,000 5,950 -60.3 60,000 71,832 +20.0
Response
Secondary Fines | 1,000,000 890,616 -10.9 1,500,000 1,720,000 +14.7
& Judgments
Results of Example 2: Triangular Distribution
LOSS EVENTS PER YEAR SINGLE TOTAL LOSS MAGNITUDE
I| II | )
Current Proposed Difference
Current Proposed  Difference Average $524,548 5534,868 -$10,320
Average 0.57 0.58 0.00 Chance of Exceeding $1,400,000 13.2% 14.7% -1.5%
Chance Loss Events Exceed 1 43.5% 42.6% 0.9% Single Loss at Percentile 99.0% 51,582,094 51,682,183 -$100,089
Loss Events at Percentile 95% 2 2 0 VaR at 99 Percentile $1,057,546 $1,147,315 -589,769
CVaR at 99 Percentile 51,091,967 51,194,221 -$102,254
Figure 9: LEF and Single LM Results for the Triangular Distribution
WWWw.opengroup.org A White Paper Published by The Open Group 20
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100%

0%

30%

20%

10%

0%

ANNUAL LOSS EXPOSURE

~_

50 4500,000 41,000,000 51,500,000 52,000,000 42,500,000 £3,000,000 53,500,000
ANMNUAL LOSS EXPOSURE (%)
Trial 94 of 5000

Current Proposed Difference
Average $295,401 $313,534 -$14,133 | I $0
Chance of Exceeding $1,000,000 17.0% 17.5% -0.5% B I I
Annual Loss at Percentile 99.0% $2,687,291 52,822,078 -$134,787
VaR at 99 Percentile 52,387,890 52,508,543 -$120,654 I $0
Expected Value of 99 Percentile Tail 53,076,245 53,248,898 -s$172653 | N _____
CVaR at 99 Percentile $2,776,844 52,935,364 -5158,520

Figure 10: ALE Results for the Triangular Distribution

WwWw

Example 3: Inferring a Tail on a Beta-PERT Distribution

Inputs to the Beta-PERT Analysis

Inputs for Example 3 are shown in Figure 11. Through trial and error, the author adjusted (in Orange) the
Beta-PERT example to arrive at a Beta-PERT distribution, shown in Figure 12, that maintained its original
ML and provided a cumulative 5% probability of observations below the original minimum and a 5%
probability of observations above the original maximum.
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Loss Event Simulation (LEF) Results Loss Event Frequency (LEF)
Beta-PERT Distribution
Min ML Max Lambda
Current 0.2 0.5 1 4
Proposed 0.08 0.5 1.35 4
Average 0.54 0.57 Average 0.53 0.57
Variance 0.55 0.62 Percentile 95% 0.79 0.99
LOSS EVENT FREQUENCY LOSS EVENT FREQUENCY
o 100%
290k
GO
ars
508 o
6%
405
S0
I A
108% 30%
0%
105
|
a% im - - - - 0%
a 1 2 3 4 5 B o 0.2 04 0.6 08 1 12 14
LOSS EVENTS PER YEAR LDSS EVENTS PER YEAR

Figure 11: LEF Inputs to the Beta-PERT Distribution
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Table 7 shows how the risk factor Min and Max values changed to infer the tail while maintaining the ML.
To infer a 5% cumulative probability of observations below the original minimum and a 5% cumulative
probability of observations above the original maximum requires adjustments of the risk factor estimates
between -100 and +50%. Results of the Beta-PERT Analysis for this example are shown in Figure 13 and
Figure 14. This result may be unintuitive to the analyst who is trying to capture tail events from a calibrated

estimate.

Table 7: Beta-PERT Distributed Risk Factor Adjustments

Min Max
Original Revised % Change |Original Revised % Change
LEF 0.2 0.08 -60 1 1.35 +35
Primary Response | 30,000 0 -100 200,000 272,000 +36
SLEF 20% 16% -20 50% 68% +36
Secondary 15,000 10,000 -33 60,000 90,000 +50
Response
Secondary Fines | 1,000,000 | 894,000 -11.6 1,500,000 | 1,720,000 | +14.7
& Judgments
Results of the Beta-PERT Analysis
LOSS EVENTS PER YEAR SINGLE TOTAL LOSS MAGNITUDE
a 1 1 3 4 $200,000 £400,000 $600,000 $800000 51000000 $1200000 $£1400000 SLED0000 S1B00,000 52000000
Current Proposed Difference
Current  Proposed  Difference Average $492,434 $531,954 -$39,520
Average 0.54 0.57 -0.03 Chance of Exceeding $1,400,000 9.7% 14.5% -4.8%
Chance Loss Events Exceed 1 41.5% 42.6% -1.1% Single Loss at Percentile 99.0% $1,535,602 51,690,738 -$155,136
Loss Events at Percentile 95% 2 2 0 VaR at 99 Percentile 51,043,167 51,158,783 -5115,616
CVaR at 99 Percentile $1,077,856 $1,216,107 -$138,252
Figure 13: LEF and Single LM Results for the Beta-PERT Distribution
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ANNUAL LOSS EXPOSURE

100%
a0
a0
o
B0

S0%

30

0%

10% \

50 500,000 41,000,000 41,500,000 52,000,000 2,500,000 43,000,000 53,500,000
ANNUAL LOSS EXPOSURE ($)

Trial 94 of 5000

Current Proposed Difference
Average $262,507 $299,394 -$36,887 _~ I $0)
Chance of Exceeding 51,000,000 15.4% 16.8% -1.4% e em
Annual Loss at Percentile 99.0% 52,579,159 52,636,288 -$57,129
VaR at 99 Percentile 52,316,652 52,336,894 -$20,242 I $0
Expected Value of 99 Percentile Tail 52,794,736 53,043,086 -5248,351 T
CVaR at 99 Percentile $2,532,229 52,743,692 -5211,464

Figure 14: ALE Results for the Beta-PERT Distribution

Conclusions on Inferring a Tail on Bounded Distributions

The risk scenario in Table 1 was simulated under three scenarios, with each risk factor’s random variable
distribution modeled as:

« Uniform
 Triangular
* Beta-PERT

For simplicity, the same distribution was used to model each risk factor in each scenario. For example, in the
uniform model, each risk factor LEF, Primary Loss Response Cost, SLEF, Secondary Response Cost, and
Secondary Fines and Judgments were all modeled using the uniform distribution. No doubt that an analyst
could choose different distributions for each of the different risk factors, but for this document only a single
distribution was used across all of them. Table 8 gives the results of those inferred tail simulations for the
three bounded distributions.
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Table 8: Summary of Bounded Distribution Results

ALE at 99" VaR at 99t CVaR at 99t
Distribution Average Percentile Percentile Percentile
Inferred Tail — Uniform 328,760 2,863,456 2,534,695 2,991,597
Inferred Tail — Triangular 313,534 2,822,078 2,508,543 2,935,364
Inferred Tail — Beta-PERT 299,394 2,636,288 2,336,894 2,743,692

There are some important observations here.

The uniform distribution’s metrics hardly change between the inferred tail and the simple calibrated estimate
model. That makes some intuitive sense as the extension to the uniform distribution is symmetrical, with an
equal probability of lower-than-calibrated estimate values being drawn during the MCS compared to higher-
than-calibrated estimate values being drawn.

The Inferred Tail - Triangular distribution’s results differ from the originally specified triangular distributed
example, most significantly the CVaR result. It seems plausible that the skew of the most significant
triangularly distributed variables was a key influencing factor. Had the most significant variables been
skewed differently, the results would likely differ.

The Inferred Tail — Beta-PERT distribution’s results are lower than the other two.

Table 9 and Table 10 show the change in simulated risk outcomes due to inferring the tails on each of the
bounded distributions. There are certainly differences, but whether they are relevant to decision-making rests

upon the context of the decision and its criteria.

Table 9: Key Risk Measures Compared Between Standard Calibrated Estimates and Inferred Tail Estimates

ALE at 99t VaR at 99th CVaR at 99"
Distribution Average Percentile Percentile Percentile
Uniform 332,135 2,857,126 2,524,990 2,951,815
Inferred Tail - Uniform 328,205 2,931,356 2,603,150 2,941,815
Triangular 296,828 2,697,825 2,400,997 2,637,551
Inferred Tail - Triangular 301,837 2,785,017 2,483,180 2,932,421
Beta-PERT 267,230 2,585,069 2,317,839 2,603,249
Inferred Tail — Beta-PERT 304,215 2,820,712 2,516,496 2,896,058
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Table 10: Key Tail Result Percentage Change Due to Tail Inference

ALE at 99" VaR at 99t CVaR at 99"
Distribution Average Percentile Percentile Percentile
Uniform -1.5% 0.7% 1.0% 2.9%
Triangular 4.7% 5.0% 5.1% 5.7%
Beta-PERT 14.1% 2.2% 0.9% 8.4%
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Using Calibrated Estimates to Infer Tails on Semi-Bounded or
Unbounded Distributions

The previous sections discussed how tail events can be inferred when the distribution is bounded and the
implications of not counting those tail events when measuring VaR and CVaR. This section discusses how to
use accurate calibrated estimates to specify unbounded distributions, those that have no minimum or
maximum values such as the normal distribution, or semi-bounded distributions, those that have one extreme
(minimum or maximum) bounded and the other unbounded, such as the log-normal distribution.

Unbounded distributions that can be specified by a mean and Standard Deviation (SD), such as the normal
distribution, usually have straightforward mathematical relationships between the 5™ percentile (the Open
FAIR minimum) and 95" percentile (the Open FAIR maximum) values. The ML may be flexible or
constrained by the choice of the 5™ percentile and 95 percentile values.

For example, as a Z Table shows, the 5" percentile value of a normal distribution is -1.645 SDs away from
the mean. As the normal distribution is symmetric around its mean, the 95" percentile value is between
+1.645 SDs away from the mean. The SD of a normal distribution characterized by an accurately calibrated
estimate’s minimum and maximum is approximately:

X~N(u,0)

o = (1.645 * 2)(Maximum — Minimum)
= 3.29 * (Maximum — Minimum)
With a mean p, of the distribution:
u = (Maximum + Minimum)/2

The normal distribution specified by mean and SD calculated this way when used in MCS will capture all tail
events implied in the accurate calibrated estimate.

A word of caution here, though. Open FAIR risk factors are constrained in many ways that an unbounded
distribution can violate. For example:

» Each form of loss (Productivity, Response, Replacement, Reputation, Competitive Advantage, and Fines
and Judgments) and all frequencies (LEF, Threat Event Frequency, Contact Frequency) must be greater
than or equal to zero

« All probabilities, such as the Probability of Action, Vulnerability, and SLEF must be between 0 and 1
+ Threat Capability and Resistance Strength must be between 0 and 100

Unbounded distributions used to characterize Open FAIR risk factors will have to be adjusted or modified to
reflect these limitations. In other words, they will have to have some bounds placed upon them.
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A similar approach can be used to construct the parameters of the semi-bounded log-normal distribution. The
lower limit of the distribution is 0 while the upper limit is infinite. As its name suggests, the random variable
x is normally distributed, and the distribution itself is:

y=e*; In(y)=x

and:
x~N(y, 0)

That means that the natural logarithm of a 5™ percentile accurate estimate of y is -1.645 SDs away from the
natural logarithm of the exponent x’s mean, and the 95" percentile accurate estimate of y is between +1.645
SDs away from that x’s mean. Therefore, the SD of x is:

o = (In (maximum) — In(minimum))/3.29

And the mean p, of X is:
u = (In (maximum) + In(minimum)) /2

When used this way, an accurate calibrated estimate of a log-normal distribution can fully specify that
distribution, including all information required to capture tail events.

A Semi-Bounded Distribution Example

Published reports suggest that losses appear to follow a log-normal distribution,'® which provides the
significance of using that distribution in this example to model each form of loss. The example that follows
reuses the models of LEF and SLEF as Beta-PERT distributions; that is, the LEF and SLEF are duplicated as
shown in the Beta-PERT example (see Figure 12). All forms of loss, however, are modeled here as log-
normal distributions. Table 4 provides the estimates used for each risk factor.

This example only examines the effect of modeling the forms of loss as log-normal distributed losses instead
of the bounded distributions used in the previous examples.

In this example, the Current (in Blue) LEF and SLEF inputs conformed to the unadjusted Beta-PERT
specification based upon the calibrated estimate for LEF and SLEF in Table 4 and as replicated from Figure
12. The Proposed (in Orange) LEF and SLEF are inferred tail adjusted parameters used in the Beta-PERT
example, as also shown in Figure 12.

10 See IRIS 20/20 XTREME: Analyzing the 100 Largest Cyber Loss Events of the Last Five Years [IRIS 20/20].
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Figure 15 reflects the Beta-PERT example inputs for LEF and SLEF. The example shows two scenarios:

» The Current scenario shows unadjusted LEF and SLEF Beta-PERT bounded distributions with all LM
distributed log-normal

The LEF and SLEF parameters used are the same as those in Figure 12.

« The Proposed scenario shows inferred tail adjusted LEF and SLEF Beta-PERT distributions with the
same LM distributed log-normal as in the Current scenario
The proposed scenario shows the effect of adjusting the LEF and SLEF parameters for the inferred tail to
the Beta-PERT bounded distribution, as shown in Figure 12.

Inputs to the Semi-Bounded Log-Normal Distribution Example

Loss Event Simulation (LEF) Results Loss Event Frequency (LEF)

Beta-PERT Distribution

Min ML Max Lambda
Current 0.2 0.5 1 4
Proposed 0.08 0.5 1.35 4
Average 0.54 0.57 Average 0.53 0.57
Variance 0.55 0.62 Percentile 95% 0.79 0.99
LOSS EVENT FREQUENCY LOSS EVENT FREQUENCY

I 1
0% - - )

! ? a 4 & & ] 0.2 04 06 03 1 12 14
LD EVENTS PER YEAR LOSS EVENTS PER YEAR

Figure 15: Beta-PERT Distributed LEF Inputs to the Log-Normal Distributed LM Risk Factor Example
(Taken from Figure 12)

Figure 16 shows the results of modeling dollar-denominated losses as log-normal distributed.1! Compare Figure 16 to
Figure 12 to see the difference that the log-normal distribution of losses has on LM compared to a beta-pert distributed
distribution of losses and the effect of adjusting the bounded LEF and SLEF distributions to infer tails on those bounds.

1 Note that the ML estimates for the log-normal distributions are not relevant to any calculations and are ignored.
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Results of the Semi-Bounded Log-Normal Distribution Analysis

0%
0%
20%
10%
o 1 2

LOSS EVENTS

Current

LOSS EVENTS PER YEAR

Proposed  Difference

Average 0.54 0.57 -0.03
Chance Loss Events Exceed 1 41.5% 42.6% -1.1%
Loss Events at Percentile 95% 2 2 0

Average

Chance of Exceeding
Single Loss at Percentile
VaR at 99 Percentile
CVaR at 99 Percentile

SINGLE TOTAL LOSS MAGNITUDE

$200000

$400000  $E00000  $E0000

000 $1000000 $1200000 $1400,000  $1600,000
LOSS MAGNITUDE

$1800000  $2000,000

Current Proposed Difference
5485,157 $510,660 -525,503
$1,400,000 11.6% 12.4% -0.8%
99.0% $1,673,225 51,676,342 -$3,116
51,188,068 51,165,681 522,387
51,293,679 51,269,957 523,721

Figure 17: LEF and Single LM Results for the Beta-PERT Distributed LEF and SLEF and Log-Normal Distributed LM Risk

Factors
ANNUAL LOSS EXPOSURE

100%

an%

BO%

0%

60%

0%

A0%

30%

20%

- \

" S0 S500,000 51,000,000 51,500,000 52,000,000 52,500,000 53,000,000 53,500,000
ANNUAL LOSS EXPOSURE [5)
Trial 98 of 5000
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Figure 18: ALE Results Beta-PERT Distributed LEF and SLEF and Log-Normal Distributed LM Risk Factors
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Figure 17 and Figure 18 show the difference that inferring the tail on LEF and SLEF has on results. The
average and VaR bhoth increased by 11% and CVaR increased by 8% due to inferring the tail on the two
bounded distributions.

Table 11: Log-Normal Results Added to the Bounded Distribution Results

Distribution Average ALE at 99t VaR at 99t CVaR at 99t
Percentile Percentile Percentile
Uniform 332,135 2,857,126 2,524,990 2,951,815
Inferred Tail — Uniform 328,205 2,931,356 2,603,150 2,941,815
Triangular 296,828 2,697,825 2,400,997 2,637,551
Inferred Tail — Triangular 301,837 2,785,017 2,483,180 2,932,421
Beta-PERT 267,230 2,585,069 2,317,839 2,603,249
Inferred Tail — Beta-PERT 304,215 2,820,712 2,516,496 2,896,058
Log-normal, Beta-PERT for LEF 263,098 2,484,229 2,221,132 2,639,567
and SLEF
Log-normal, Inferred Tail Beta- 291,305 2,757,803 2,466,498 2,852,210
PERT for LEF and SLEF

Table 11 shows how the log-normal example compares to all the previous analysis examples in this
document. What surprised the author was how comparatively low the log-normal results were compared to
the bounded distributions used to model losses. Many people intuitively think the log-normal distribution’s
infinite tail is comparatively fat, implying high VaR and CVaR implications. This example shows that may
not be true.

That said, however, this document only examines one risk scenario. Analysts should not make any
generalized conclusion from this single analysis.
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Conclusion

This document explored the implications of ignoring tail events when making calibrated estimates to specify
the range of distributions of risk factors. Specifically:

» What is the significance of calibrated estimates that only cover 90% of a risk factor’s range, with 5% of
the most significant events (so-called “tail” events) deliberately not counted or estimated?

» How does the choice of distribution affect VaR and CVaR?

» How does an unbounded distribution, such as a log-normal distribution’s VaR or CVaR, compare to
bounded distributions’, such as the uniform, triangular, or Beta-PERT?

» Can a calibrated estimate be adapted to infer the missing 10% of the range, and if so, how?
» How do calibrated estimates and choice of distribution affect VaR and CVaR calculations?

» How can analysts who need a VaR or CVaR use or extend calibrated estimating techniques to make
reliable VaR and CVaR calculations?

« If typical calibrated estimates do not include expected outliers, and those outliers are important to
supporting decisions, what is the Open FAIR analyst to do?

This document has shown that analysts can infer the likelihood and magnitude of tail events from the
combination of an accurate calibrated estimate and a statistical distribution. However, an important
assumption is made here, that the calibrated estimate is accurate. That is, the estimate’s lower bound is the 5™
percentile of the distribution, and its upper bound is the 95" percentile. Estimators can be trained to generally
meet this assumption. The analyst in each case needs to verify that assumption.

The distribution choices have some effect, but for many analyses — and the decisions they support — the
uncertainty of what distribution best models any particular risk factor is less important than other
considerations. Whether the analyst should obsess over what distribution to use to model each risk factor
depends upon the sensitivity of results to the choice of distribution and to how that change in results would
affect business decisions based upon the analysis. As with any model simulation and use of statistics, context
and purpose matter.

When the decision requires it, analysts can vary the distribution used to model risk factors to see how
sensitive the results are based on choice of distribution. That way, analysts can decide whether further
research is worth doing to assess distribution best models the risk factor at hand. Usually, running analyses
under various conditions is inexpensive, so empirical sensitivity analysis can be very feasible.

Accurate calibrated estimates along with the chosen distribution have all the information analysts need to
model tail events. The key, however, is that the calibrated estimate is indeed accurate. A calibrated estimate
is defined as “accurate” when its range includes 90% of all possible observations, with a 5% probability that
an observation will be below the estimated range, and a 5% probability that an observation will be above the
estimated range.
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This document has shown how to take an accurate estimate along with a distribution to create parameters that
respect the 90% overall accuracy of the estimate and the inferred tail events not specified within the
estimate’s range.

Extending the calibrated estimate can be done mathematically or numerically through trial and error.
However, when no distribution exists that can maintain the ML and the 5% tail probabilities of observations
lying outside the estimate, a compromise must be struck. The non-isosceles triangular distribution is an
example where such a compromise must be accepted. Whether that compromise is material depends upon the
context and purpose of the analysis.

Calibrated estimates can fully specify unbounded or semi-bounded distributions, such as the normal and log-
normal distributions. Sometimes, however, these distributions will have to be modified so that the risk factors
they are modeling conform to their definitional constraints. For example, an unmodified normal distribution,
whose minimum value stretches infinitely negative, used to model a loss would violate the constraint that
losses must always be positive. Similarly, a normal distribution unconstrained to be between 0 and 1 would
be unsuitable for modeling any risk factor measured in probability. While these problems can be worked
around, they cannot be ignored.

Using these techniques, risk analysts can use accurate calibrated estimates and distributions to model risk
factors that include inferred extreme tail events. Of all things to consider, the calibrated estimate’s accuracy,
as the Open FAIR Standards define accuracy, is relied upon to indeed be accurate. Assessing the quality of
the calibrated estimating process and choice of risk factor distributions must be part of any cyber risk model
vetting process.

Improving the accuracy of cyber risk factor estimates will require substantially more research. In particular,
more research is needed in:
* Integrating data with the calibrated estimation process

For VaR and CVaR calculations to be accurate, the 51 and 95 percentile estimates along with the choice
of distribution must be accurate. Although more data is being collected and communicated on the
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frequency and magnitude of cyber losses, integrating that data and subject matter expertise to arrive at
accurate estimates of future losses is still an area that needs more research.

 The distributions that most accurately model risk factors

More research could argue for better choices of distributions. Failing that, more research could answer
important questions on the nature of cyber risk factor distributions. One question that should be asked is
whether risk factor distributions are coherent. If not, then VaR and CVaR calculations can break down.

 The calibrated estimating techniques incorporated into the O-RA Standard that are based upon how
people with limited information estimate fixed attributes such as the height of the Sears Tower or the
wingspan of a Boeing™ 747

Whether those techniques can be directly applied to estimating future outcomes such as the cyber risk
random variables LEF and LM has been assumed to be intellectually correct, but is that assumption true?
More research on this topic is needed to reinforce the techniques developed in this document.

 All assumptions used in cyber risk analyses must be valid

In particular, the Open FAIR Standards by default characterize each risk factor as an independent,
identically distributed random variable. Is this assumption true? Are there correlations between risk
factors that make them dependent upon each other? Is each loss event and LM independent of each
other? To better model cyber risk, these questions and others related to the assumptions should be
researched.

Finally, the techniques presented here can be used in any context, not just in the measurement of cyber risk in
Fls, where accurate estimates of uncertain outcomes are based primarily upon human judgment that is
informed by comparatively little data. Risk managers in many industries are beginning to see that they need
all risks to be measured in economic terms so that multiple risks can be integrated, with tail events
sufficiently and accurately estimated to support VaR, CVaR, and RAROC analysis, even for those risk events
that are plausible but have never been observed. The techniques in this document provide ways forward to
meet these emerging requirements.
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Glossary

Action

An act taken against an Asset by a Threat Agent. Requires first that contact occurs between the Asset and
Threat Agent.

Asset

The information, information system, or information system component that is breached or impaired by the
Threat Agent in a manner whereby its value is diminished, or the act introduces liability to the Primary
Stakeholder.

Banking Book
Refers to the activities in a bank, excluding the trading floor activities in a bank.
Competitive Advantage Loss or Cost

One of the six forms of loss, Competitive Advantage Losses are losses associated with diminished
competitive advantage. Competitive Advantage Loss is specifically associated with Assets that provide
competitive differentiation between the organization and its competition. Examples include trade secrets,
merger and acquisition plans, etc.

Conditional Value at Risk (CVaR)

Conditional VaR is an alternate risk measure that gives an indication of the magnitude of the potential losses
in the tail. In particular, CVaR is the expected loss beyond VaR (i.e., the expected loss given that the loss
exceeds the VaR).

Contact Event

Occurs when a Threat Agent establishes a physical or virtual (e.g., network) connection to an Asset.
Contact Frequency (CF)

The probable frequency, within a given timeframe, that a Threat Agent will come into contact with an Asset.
Control

Any person, policy, process, or technology that has the potential to reduce the Loss Event Frequency — Loss
Prevention Controls — and/or Loss Magnitude — Loss Mitigation Controls.

Control Strength (CS)
The strength of a control as compared to a standard measure of force.
FAIR

Factor Analysis of Information Risk.
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Fines and Judgments Losses or Costs

One of the six forms of loss, Fines and Judgments losses or costs, are those associated with legal or
regulatory actions levied against an organization. Note that this includes bail for any organization members
who are arrested.

Loss Event

Occurs when a Threat Agent’s action (Threat Event) is successful in breaching or impairing an Asset.
Loss Event Frequency (LEF)

The probable frequency, within a given timeframe, that a Threat Agent will inflict harm upon an Asset.
Loss Flow

The structured decomposition of how losses materialize when a Loss Event occurs.

Loss Magnitude (LM)

The probable magnitude of loss resulting from a Loss Event. Losses are categorized into six forms of loss:
Productivity, Replacement, Response, Competitive Advantage, Reputation, and Fines and Judgments.

Loss Scenario

The story of loss that forms a sentence from the perspective of the Primary Stakeholder.

Operational Risk

Regulators define Operational Risk as “the risk of loss resulting from inadequate or failed internal processes,
people, and systems or from external events”. The Basel |11 Capital Accords consider seven Level 1 Loss
Event types. Cyber risk is an operational risk under Basel I11 and can influence several of these Level 1 Loss
Event types.

Parsimony

The goal that a risk model is neither too complex nor too simple.

Primary Stakeholder

The person or organization that owns or is accountable for an Asset.

Probability of Action (PoA)

The probability that a Threat Agent will act against an Asset once contact occurs.
Productivity Loss or Cost

One of the six forms of loss, Productivity Losses are losses associated with the reduction in an organization’s
ability to generate its primary value proposition (e.g., income, goods, services).

Regulatory Capital

Regulatory Capital is the minimum amount of capital imposed by the regulator.
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Replacement Loss or Cost

One of the six forms of loss, Replacement Losses are those associated with the intrinsic value of an Asset.
Typically represented as the capital expense associated with replacing lost or damaged Assets (e.g.,
rebuilding a facility, purchasing a replacement laptop).

Reputation Loss or Cost

One of the six forms of loss, Reputation Losses are those associated with an external perception that an
organization’s value proposition is reduced, or leadership is incompetent, criminal, or unethical.

Resistance Strength (RS)

The strength of a Control as compared to the probable level of force (as embodied by the time, resources, and
technological capability; measured as a percentile) that a Threat Agent is capable of applying against an
Asset.

Response Loss or Cost

One of the six forms of loss, Response Losses are the expenses associated with managing a Loss Event (e.g.,
internal or external person-hours, logistical expenses).

Risk
The probable frequency and probable magnitude of future loss.

Risk Analysis

The process to comprehend the nature of risk and determine the level of risk. [Source: ISO Guide 73:2009]

Risk Assessment

The overall process of risk identification, risk analysis, and risk evaluation. [Source: ISO Guide 73:2009]

Risk Factors

The individual components that determine risk, including Loss Event Frequency, Loss Magnitude, Threat
Event Frequency, etc.

Risk Management

Coordinated activities to direct and control an organization with regard to risk. [Source: ISO Guide 73:2009]

Secondary Stakeholder

Individuals or organizations that may be affected by events that occur to Assets outside of their control. For
example, consumers are Secondary Stakeholders in a scenario where their personal private information may
be inappropriately disclosed or stolen.

Threat

Anything that is capable of acting in a manner resulting in harm to an Asset and/or organization; for example,
acts of God (weather, geological events, etc.), malicious actors, errors, failures.
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Threat Agent

Any agent (e.g., object, substance, human, etc.) that is capable of acting against an Asset in a manner that can
result in harm.

Threat Capability (TCap)

The probable level of force (as embodied by the time, resources, and technological capability) that a Threat
Agent is capable of applying against an Asset.

Threat Community

A subset of the overall Threat Agent population that shares key characteristics.

Threat Event

Occurs when a Threat Agent acts against an Asset.

Threat Event Frequency (TEF)

The probable frequency, within a given timeframe, that a Threat Agent will act against an Asset.
Trading Book

Refers to the trading activities in a bank.

Value at Risk (VaR)

Value at Risk is defined as the worst loss that might be expected from holding a security or a portfolio over a
given period of time (say a single day or 10 days) given a specified level of probability known as the
confidence level.

Vulnerability (Vuln)

The probability that a Threat Event will become a Loss Event; the probability that Threat Capability is
greater than Resistance Strength. (Synonym: Susceptibility)
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Acronyms & Abbreviations

ALE Annual Loss Expectancy

CVaR Conditional Value at Risk

Dist Distribution

FAIR Factor Analysis of Information Risk

Fl Financial Institution

LEF Loss Event Frequency

LM Loss Magnitude

Max Maximum

MCS Monte Carlo Simulation

Min Minimum

ML Most Likely

O-RA The Open Group Standard for Risk Analysis
O-RT The Open Group Standard for Risk Taxonomy
PERT Program Evaluation and Review Technique

RAROC Risk-Adjusted Return on Capital

SD Standard Deviation
SLEF Secondary Loss Event Frequency
VaR Value at Risk
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