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Preface

Control over electronic chattel paper is a collaborative project between
the Working Group on Transferability of Electronic Financial Assets — a
joint working group of the Committee on Cyberspace Law and the
Committee on the Uniform Commercial Code of the American Bar
Association Business Law Section — and The Open Group.

This Guide is intended to provide a framework for analyzing when and
if a party is able to ShOV\{ “control” over electronic chattel paper (ECP)
pursuant to UCC §9-105.

We believe that the need to show control over ECP is likely to arise in
two situations. First, transactional participants and users of a “Control
System” will need to be convinced that the legal requirements are met in
order for various transactions to proceed. A Control System will need to
work within a “Control Environment” that provides a sound basis for
trust in the integrity of the Control System. A Control Environment must
also have certain features in order for the Control System to meet the
requirements for control under UCC 8§9-105. Developers of Control
Systems and Control Environments must be able to show and explain
how and why their systems satisfy the requirements of UCC §9-105.

Second, the ultimate test of whether a Control System and a Control
Environment working together actually provide control under UCC
§9-105 will be in the context of a legal proceeding challenging a secured
party’s claim of perfection by control. The secured party must be able to
demonstrate how and why the Control System meets the requirements of
UCC §9-105.

This Guide frames the issue of control under UCC §9-105 in a question
and answer format based on a technology-neutral control model. We

! The Official Text and Comments of the Uniform Commercial Code (UCC) is published
by and copyright of the American Law Institute and the National Conference of
Commissioners on Uniform State Laws. It is available in hardcopy from Thompson/West,
Uniform Commercial Code, 2005 Ed. The American Law Institute, National Conference of
Commissioners on Uniform State Laws, Official Text and Comments, 2005. An authorized
online version of the UCC, without the comments, is available from the legal Information
Institute at Cornell Law School at www.law.cornell.edu/ucc/ucc.table.html.
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believe that system developers, with the help of legal counsel, will need
to be able to answer the questions set forth below, both in order to
provide a marketable product/service and to enable the users of their
products/services to obtain predictable legal results.
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Chapter 1
Introduction



In the world of tangible chattel paper, multiple pieces of paper could
make up the chattel paper (such as a note and a separate security
agreement). There are often multiple copies of the same item of chattel
paper. One of those items is typically marked “original” and the other
copies marked “copy”. While filing an effective financing statement in
the appropriate place may perfect a security interest in chattel paper
under UCC §9-310, a possessor of tangible chattel paper can obtain
superior rights in the chattel paper under UCC §9-330. To obtain those
superior rights, the possessor must possess the copy of the tangible
chattel paper marked “original”.

With this paper world in mind, the drafters of Revised Article 9
developed the concept of “control” for electronic chattel paper (ECP) —
UCC 89-105. The drafters intended that the elements of control as stated
in UCC §9-105 be the electronic analog of possession of the copy of
tangible chattel paper marked “original”. Thus the idea of “record or
records” recognized that multiple writings could make up one “item” of
chattel paper. The UCC §9-105 designation of a “single authoritative
copy” of ECP that was “unique and identifiable” was intended to be the
functional equivalent to the “original” copy of tangible chattel paper.
What makes the tangible copy of an item of chattel paper “single”,
“authoritative”, “unique”, and “identifiable” is the ability to mark it as
the “original”. For ECP, the assumption was that technological systems
would be developed that would permit an electronic copy to be tagged
as the “original”, thus making it distinguishable from other non-
authoritative copies.

The drafters of Revised Article 9 also recognized that in the world of
tangible chattel paper, assignments of and revisions to that chattel paper
could be noted on the tangible “original”. Similar provisions for noting
authorized revisions and assignments of ECP were provided for in the
UCC 89-105 definition of control.

Finally, unlike the securities arena where regulated intermediaries
provide record keeping ability for determining rights and obligations
with respect to intangibles such as un-certificated securities and security
entitlements, the drafters of Revised Article 9 had to consider who
would maintain the electronic records that comprise ECP. UCC §9-105
requires that either the secured party or its designated custodian maintain
the electronic records comprising an item of chattel paper. Although the
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trustworthiness and integrity of the system for maintaining the ECP
records are critical to the control concept, Revised Article 9 does not
dictate how the trustworthiness or integrity of such a system should be
demonstrated.

In comparison to tangible chattel paper, ECP by its very nature may be
perceived as having an increased risk of error or other problems. This is
due to the ease with which large amounts of data can be stored, moved,
or lost in an electronic environment as well as the sheer amount of data
stored electronically as compared to that stored in tangible form. In
addition, electronic systems are able to make perfect, identical copies of
electronic information. This alone makes compliance with UCC §9-105
challenging. Such compliance will require a combination of people,
processes, and technology.

It is important to note that a Control System and its Control
Environment need not protect against all possible exploitations of the
Control System. As noted in the Official Comments to UCC §9-105, the
standards for determining whether a secured party has control of ECP
should not be more stringent than those applicable to determining
possession of the original copy of tangible chattel paper. However, a
Control System and Control Environment must address the unique and
inherent risks associated with maintaining and transferring large
quantities of electronic data with limited physical resources.

The Official Comments to UCC §9-105 state that “achieving control
under [UCC §9-105] requires more than the agreement of the interested
parties that the elements of control are satisfied”. The Official
Comments also point out that “control of [ECP] would not be defeated
by the possibility that the secured party’s interest could be subverted by
the wrongful conduct of a person (such as a custodian) acting on its
behalf”. Determining whether the elements of control are satisfied
requires a factual analysis of the Control System and Control
Environment to determine whether the two, working together, create a
sufficient degree of confidence in their integrity and capacity to perform
the functions for which they were designed. However, the requirements
are not so stringent as to demand from Control Systems and Control
Environments absolute perfection. UCC §9-105 allows for the frailties
of both human and machine processes and systems.

11



UCC 8§9-105 provides as follows:

“A secured party has control of electronic chattel paper if the record or
records comprising the chattel paper are created, stored, and assigned
in such a manner that:

1.

A single authoritative copy of the record or records exists which is
unique, identifiable, and, except as otherwise provided in
paragraphs (4), (5), and (6), unalterable;

The authoritative copy identifies the secured party as the assignee
of the record or records;

The authoritative copy is communicated to and maintained by the
secured party or its designated custodian;

Copies or revisions that add or change an identified assignee of
the authoritative copy can be made only with the participation of
the secured party;

Each copy of the authoritative copy and any copy of a copy is
readily identifiable as a copy that is not the authoritative copy; and

Any revision of the authoritative copy is readily identifiable as an
authorized or unauthorized revision.”

12



Chapter 2
Control Analysis



UCC 8§9-105 substitutes the concept of “control” of the electronic
records making up ECP for “possession” of tangible chattel paper. To
understand and analyze the concept of control, as used in the UCC, it is
helpful to first consider the linguistic definition of the term “control”.
Merriam-Webster’s dictionary definition of control includes:

Verb: “to exercise restraining or directing influence over”
Noun:  “power or authority to guide or manage”

Control systems engineering relies on a well developed, technology-
neutral, theoretical base to model, develop, and implement systems that
deliver predictable, assured results from a range of valid requests, or
inputs. Together with UCC §9-105, this control analysis uses a classical
model of closed loop control systems engineering and applies it to the
objective of a secured party exercising restraining or directing influence
over ECP.

No system of any complexity is absolutely free of defects or
vulnerabilities. If a Control System is assumed to have some degree of
undiscovered defects or vulnerabilities, the question becomes one of
degree of reliability and confidence. Because a Control System cannot
detect its own defects or vulnerabilities, there must be a means for
detecting them that is outside the Control System. We refer to this set of
people, processes, and technology as a “Control Environment”. A
Control System’s Control Environment addresses the question of the
degree of confidence one can have in the integrity of the Control
System. A Control Environment consists of such things as the process
and control of system design, the process and control over system
operations, the trustworthiness of the people using and operating the
system, the business processes outside of the technology of its related
Control System, and security technology that adds trust to the input to
the Control System. A failure in any of these areas compromises the
trustworthiness of a Control System. A Control Environment also
provides the mechanisms by which unauthorized actions or the
occurrence of unauthorized events within its related Control System may
be detected.

A Control System and its Control Environment are made up of:

1. The people managing and using the system
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2. The technological and human processes for managing and using
the system

3. The technology used to run the system

Each of these needs to be analyzed in assessing whether a Control
System together with its Control Environment meets the requirements of
UCC §9-105 for control of ECP. The questions set forth below are
intended to relate to all three parts of the system. The responses to the
questions are intentionally somewhat generic. Specific answers will
depend on the specific characteristics of a particular Control System and
Control Environment. Specific answers may address some or all of:

1. The people managing and using the system

2. The technological and human processes implemented for
purposes of managing and using the system

3. The technology used to run the system

Depending on the design of a Control System and Control Environment,
the importance of the three parts of the system may vary and the
emphasis put on each part will vary accordingly.

The following flow chart sets forth the functions required of a Control
System with a Control Environment. It does so from a system
perspective and will facilitate a technology-neutral assessment of
whether a total system meets the legal requirements established in UCC
§9-105.
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Notes on the Framework for ECP Control

1.

The framework for control consists of a Control System operating within the larger
context of a Control Environment.

A Control Environment establishes the people and processes within which the
technology can operate to a predictable assurance level. A Control Environment can
also monitor its related Control System for failures that the closed loop Control
System cannot self-detect. An analogous example is an intrusion detection system.
While the intruder has penetrated a Control System undetected, an intrusion
detection system — outside the Control System but within the Control Environment —
detects the intrusion, allowing recovery outside the normal operation of the primary
Control System. Through its external controls, the Control Environment provides
additional assurance that the Control System is working as expected.

A Control System has three operational components:

a. The action component which executes requests defined by inputs of a non-
authoritative copy of ECP, amendments to existing ECP, and authorization
information legitimizing the request

b.  The monitor which logs and analyzes the outcome of those actions

c. The comparator function which assesses differences between what was
requested and what actually occurred

By responding to and recovering from differences between what was requested and
what actually occurred, the closed-loop Control System provides for predictable
results within a limited range of error conditions or system flaws. This predictability
is what establishes the difference between a command process and control process.
Control System outputs are non-authoritative copies of ECP. Single authoritative
copies of ECP must remain inside the Control System; hence they cannot be Control
System outputs.
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A trap for the unwary is to rely on a “command process” rather than a
“control process”. The former, which is commonly used both in
technology processes and human management processes, assumes that
commands, once given, are carried out. Execution of a command may
lead to the intended consequences, but the execution of the command
alone does not create control. A control process incorporates the
additional steps of verifying that commands have been carried out and
providing for specific responses if such verification fails.

The following chapter provides questions that need to be answered by
anyone assessing whether a Control System and its Control Environment
satisfy the requirements for “control” set forth in UCC 89-105 as well as
the answers that generally will need to be provided to those questions.
The answers are intended to be technology-neutral. For each Control
System and Control Environment, the actual answers will be different
depending on each system’s specific design. Substantively, however,
those answers need to address the statements made in the form of
answers set forth below.
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Chapter 3
Questions & Answers



3.1 Control System

3.1.1 Input

Question 1

Who are the parties that may provide input into the
Control System (“Authorized Participants”)?

Answer

Secured party, designated custodian (if any), and
new/added secured parties only.

Commentary

Authorized Participants are those persons that may
interact with a Control System in such a way as to
modify ECP maintained on the Control System. While
it is correct to consider a debtor’s relationship to the
secured party and an item of ECP, a debtor does not
provide any input into a Control System. Only a
secured party and its designated custodian may provide
input into a Control System. The debtor has no impact
on whether control exists under UCC §9-105.

Related to this question is the issue of what input may
be provided into a Control System by each Authorized
Participant. Although this issue may have significant
legal and practical implications, it is not relevant for
purposes of establishing control under UCC §9-105.

Question 2

By what means are inputs made?

Answer

By such means as may allow for:

1. The verification and authentication of the
Authorized Participant

2. The subsequent verification and authentication of
the input

Commentary

In this context, “verification” means determining that
all required elements of the input are present for a
particular action, including the presence and authority
of the Authorized Participant. Verification establishes
that a Control System is able to maintain the integrity
of the input. Verification does not require either that
the input content is accurate or that the Authorized
Participant has legal (as opposed to system access)
authority. In short, the fact that a Control System
allows for “junk in, junk out” is not relevant to whether

19




there is “control” under UCC §9-105.

Question 3 | What inputs may be made into a Control System?
Answer 1.  Requested actions

2. Authorizations

3. Amendments to ECP

4. Non-authoritative copy of ECP
Commentary | Electronic records can be of a wide variety, such as

scanned copies of existing hard copies, certificates and
time stamps, etc. UCC 89-105 does not address the
content of electronic records or whether they satisfy the
legal requirements for enforceability of chattel paper.

3.1.2 Actions

Question 4 | How is an Authorized Participant identified and
associated with each action?

Answer In a manner that allows, with respect to each applicable
action, the verification, authentication, and its
association to the Authorized Participant.

Commentary | The actions that may be taken by an Authorized

Participant are to:

1. Create ECP

Store and maintain ECP

Revise ECP

Assign ECP

Communicate ECP

Identify the single authoritative copy of ECP
7. Make a non-authoritative copy of ECP

Once the Authorized Participant is authenticated, the
Control System and the Control Environment need to
be able to associate the Authorized Participant with
each action taken within the Control System.

Note that maintenance of ECP includes the creation of
back-ups and the restoration from back-ups. Also,
identification of the single authoritative copy of an item
of ECP need not require an affirmative action of

o g~ WD
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identification. The identification of the single
authoritative copy as such follows from its attributes
and existence within a Control System. The designated
custodian may (and probably must, as a practical
matter) take certain actions in relation to the single
authoritative copy of ECP. However, the actions of the
designated custodian should be limited so as not to
have legal ramifications beyond establishing “control”.

Question 5

How is the secured party’s participation ensured in
connection with making copies of or revisions to
ECP that add or change an identified assignee?

Answer

The secured party’s participation is verified and
authenticated either through the secured party’s direct
participation, or through a verified and authenticated
delegation to a designated custodian.

Commentary

UCC §9-105 (4) is the only provision requiring the
participation of a particular party. This provision does
not preclude a secured party from delegating its
participation to its designated custodian. Also note that,
except for UCC §9-105 (4), UCC does not require that
only Authorized Participants take the necessary actions.
However, as a practical matter as well as to meet other
legal requirements, a Control System should be
designed so that only an Authorized Participant is
allowed to take Authorized Actions and that only the
secured party can take certain Authorized Actions.

Question 6

How are non-authoritative copies of a single
authoritative copy of ECP readily identifiable as
such?

Answer

Actions within a Control System are monitored and
logged so as to allow verification and authentication of
the single authoritative copy and revisions thereto.

Commentary

The mechanisms for verifying the single authoritative
copy of an item of ECP will identify any non-
authoritative copies. All copies other than the
authoritative copy of ECP are, by definition, non-
authoritative copies. In particular, all copies of an item
of ECP that exist outside of a Control System are non-
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authoritative copies. A Control Environment provides
for monitoring and logging actions within the Control
System.

3.1.3 Outp

ut

Question 7

What are the outputs for a Control System?

Answer

Only non-authoritative copies.

Commentary

The single authoritative copy of ECP can only exist
within a Control System. Accordingly, any copy
(whether in tangible or electronic form) existing
outside of the Control System is a non-authoritative
copy. A non-authoritative copy may, however, be a
certified copy.

3.14 Moni

toring

Question 8

How are the actions taken within a Control System,
the single authoritative copy of ECP, and any non-
authoritative copies within the Control System
monitored?

Answer

1. Authorized Participant participation is logged.
2. Single authoritative aopy integrity is verified.

3. Maintenance and storage of ECP by the secured
party (or its designated custodian) is verified.

4. An audit/log trail of actions taken is maintained.

Commentary

Monitoring any system requires two components: (1) a
log of Control System activities, and (2) an analysis of
those activities that demonstrates that the system
performed functions as requested.

The log should contain a record of at least five
dimensions of system activities: (1) who
requested/performed an action; (2) what action did the
requestor authorize; (3) when (date and time) did the
request occur and when did it get fulfilled; (4) how was
the requested action implemented; and (5) what
functions did the system perform to implement the

requested action? In addition to these primary

22



dimensions, secondary dimensions such as where did
the request occur and why was it made may be
important to establish context and provide additional
evidence in support of the legitimacy of an activity.
Using the log as a data source, people, processes, and
technology inside and outside of a Control
Environment can analyse the log to determine whether
the Control System is performing as expected. These
logging and analysis capabilities also serve to verify the
integrity of ECP maintained within a Control System.

3.15 Verification

Question 9

How are monitoring processes used to verify actions
taken or not taken?

Answer

Real-time/periodical verification processes are used to
compare the results of requested actions to the requests.
Monitoring processes serve as the data foundation for
verification.

Commentary

A Control System can examine its logs and other
monitoring information to determine whether requested
actions have been completed and what, if any, remedial
action must be taken. Within a certain range, a Control
System can detect and recover from its own faults.

Outside of a Control System, but within its Control
Environment, people, processes, and technology can
separately evaluate the Control System logs and other
monitoring information to determine whether the
Control System is performing as expected. This
analysis permits discovery of intrusions, unauthorized
system configuration changes, system vulnerability
explanations, and faults from which the Control System
is unable to recover on its own.

All Control System processes (action, comparator, and
monitor) must be verifiable outside of the Control
System but within the Control Environment. Since the
Control Environment so heavily relies upon the
monitor process for Control System verification, the
monitor should have additional controls or integrity

23




checks built in to establish the trustworthiness of this
foundational information.

3.1.6 Single authoritative copy/New Input

Question 10

How are non-authoritative copies of ECP
communicated and revised?

Answer In a manner that provides for distinguishing a non-
authoritative copy from the single authoritative copy.
Commentary | Non-authoritative copies may be important — they may,

for example, serve as inputs into a Control System used
to create a single Authoritative copy of an item of ECP.
Communication and revision of non-authoritative
copies may be important to the operation of the overall
Control System, and a Control System may protect
them accordingly to ensure their trustworthiness. A
Control System must have one or more of the
following: (1) a means to identify and control the single
authoritative copy within the Control System (any copy
of ECP outside of the Control System, whether in
tangible or electronic form, is a non-authoritative copy)
and (2) a means to identify all non-authoritative copies
of ECP within the Control System.

Note that UCC 89-105 does not require a Control
System to create non-authoritative copies. Some system
designs may only use single authoritative copies of an
item of ECP, making unnecessary any capability to
distinguish, communicate, or revise non-authoritative
copies.
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3.2 Control Environment

In order for a Control System to provide control over ECP, there must
be sufficient confidence in the Control System’s integrity. Its Control

Environment m

ust be designed to establish the basis for this confidence.

3.2.1 Identification

Question 1

What identification and authentication mechanisms
and processes are used to identify and authenticate:

1. Asecured party
2. Adesignated custodian

3. Thesingle authoritative copy of an item of
ECP?

Answer

Means, features, and processes that comply with
appropriate financial industry identification and
authentication standards (based on industry and type of
transaction).

Commentary

One means of establishing the identity of the single
authoritative copy of ECP is by its location, since the
single authoritative copy can only exist within a
Control System. Any copy existing outside of the
Control System is, by default, a non-authoritative copy.

3.2.2 Auth

orization

Question 2

What authorization mechanisms and processes are
used to authorize the following actions with respect
to ECP:

Creation

Storage and maintenance

Revision

Assignment

Transfer

Creation of non-authoritative copies of ECP?

o0~ wDN PR
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Answer Means, features, and processes that comply with
appropriate financial industry authorization standards
(based on industry and type of transaction).

Commentary | Authorizations are based on legal, contractual, or

business policy considerations; they are not derived
from technical mechanisms. Once authorizations have
been established, technical systems can implement
them. UCC §9-105 authorizes only the secured party or
its designated custodian to create, store and maintain,
revise, assign, and transfer ECP. A Control
Environment must reflect this requirement by providing
the necessary foundation for reliable exercise of
authority in technical systems.

The authorization will rely upon authentication of the
applicable Authorized Participant and audit trails
demonstrating actions taken by the Authorized
Participant. The ultimate objective of a Control
Environment is to reduce the likelihood that an
Authorized Participant can repudiate its actions or
assert that an Authorized Action was requested but not
carried out by the Control System.

3.2.3 Audit/Auditability

Question 3

What overall audit processes are used and available
to audit:

1. Control System functions and features
2. Required party participation
3. Monitoring audit/log trail?

Answer

Internal and third-party audit processes that provide for
transparent and credible audit reports and certification.

Commentary

A Control Environment must collect, maintain, and
analyse evidence to determine whether its Control
System is performing in accordance with specification
necessary to meet the requirements of UCC §9-105.
Thus, a Control Environment’s audit function is to
verify the trustworthiness of its Control System.

The main objectives of the analysis are to demonstrate
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that: (1) the Control System as initially deployed meets
all of the specifications necessary to meet the
requirements of UCC §9-105; (2) all system changes
after initial deployment are authorized by the
Authorized Participants; and (3) all information
changes after initial deployment are authorized by the
Authorized Participants.

A Control System cannot declare itself trustworthy.
Only through an analysis of the Control System’s
behaviour, system and functional logs, and other
information outside of the Control System can its
Control Environment determine that the Control
System is trustworthy to the requisite degree.

Determining the appropriate degree of trustworthiness
in the absence of applicable industry standards would
involve a risk assessment, including an assessment of
the vulnerability of the Control System, the likelihood
that any such vulnerability is exploited, and the value at
risk in case the vulnerability is exploited.

3.3 Control System and Control Environment in
Combination

Question 1

How are non-authoritative copies of a single
authoritative copy of ECP readily identifiable as
such?

Answer

Actions within a Control System are monitored and
logged to allow verification and authentication of the
single authoritative copy of ECP and the revisions
thereto.

Commentary

Verifying and authenticating the single authoritative
copy of ECP identifies all other copies as non-
authoritative copies since all copies other than the
single authoritative copy of ECP are non-authoritative.
In particular, all copies of ECP that exist outside of a
Control System are non-authoritative copies. A Control
System’s Control Environment provides for monitoring
and logging actions within the Control System.

27




Question 2

Can there be a certified copy of the single
authoritative copy of ECP?

Answer

Yes.

Commentary

Processes implemented by the Control System can
certify that a non-authoritative copy is an exact
duplicate of the single authoritative copy. If the non-
authoritative copy is in tangible form, processes and
people can certify that the tangible form is an accurate
representation of the ECP. The ability to create
certified copies of the single authoritative copy is not a
requirement for achieving control under UCC § 9-105,
but is important as a practical matter in order to be able
to offer evidence of the content of the single
authoritative copy.

Question 3

How are non-authoritative revisions of a single
authoritative copy of ECP readily identifiable as
such?

Answer

Actions within a Control System are monitored and
logged to allow verification and authentication of the
single authoritative copy of ECP and the revisions
thereto.

Commentary

Verifying and authenticating the single authoritative
copy of ECP maintains its integrity. A Control System
together with its Control Environment must provide for
both monitoring and auditability to permit periodic
verification and authentication of the single
authoritative copy of ECP. From the technical
perspective, a Control System is likely to be designed
so that it is unable to execute any unauthorized action.
However, from a legal perspective, a Control System
and its Control Environment must be able to track
actions in such a manner that technically authorized
actions but legally unauthorized actions can be
distinguished. How this will be achieved will depend
on the design of the Control System and its Control
Environment, and encompass all three parts of the
system: (1) the people managing and using the system;
(2) the technological and human processes
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implemented for purposes of managing and using the
system; and (3) the technology used to run the system.

3.4 Statutory Analysis

The statute contemplates that there can be more than one copy of the
record or records comprising an item of ECP. However, there can only
be a single authoritative copy of the records comprising the ECP. A
“copy” of the record or records making up the ECP derives its
authoritativeness from being:

1. Unique
2. ldentifiable
3. Unalterable (except as specifically provided for in the statute)

The provisions of UCC 8§9-105 (1), as modified by subsection (4), (5),
and (6), are the most challenging provisions to address in determining
whether there is control over ECP. However, ECP must also be created,
stored, and assigned in such a manner that the single authoritative copy:

1. Identifies the secured party as the assignee of the record or records

2. Is communicated to and maintained by the secured party or its
designatedcustodian

34.1 Unique

The concepts of uniqueness and identification are closely related. The
fact that a copy is identifiable as the single authoritative copy makes that
copy unique. However, other data associated with an item of ECP (such
as time and date of creation or modification of the records, and location
of and method of storage) can more conclusively establish its
unigueness.

Question 1 | Is the record or records making up the ECP
unique?

Answer Yes
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Question 2

What makes the ECP unique?

Answer

Its designation within a Control System as unique by
the Authorized Participant maintaining the ECP (the
secured party or its designated custodian).

Commentary

Although an item of ECP is unique if it is so designated
by the Control System in which it is maintained,
uniqueness also requires sufficient confidence in the
integrity of the Control System.

Question 3

How is the ECP unique?

Answer

Its existence within a Control System and the features
of the Control System providing for uniqueness.

Commentary

The ECP derives its uniqueness from its designation as
unique by the custodian of the ECP, its existence
within a Control System, and the features and functions
of the Control System that make the ECP unique, in
reliance on the integrity of the Control System.
Uniqueness can be derived from various data and
information associated with the ECP based on both
processes and technology.

3.4.2 Identifiable

In addition to being unique, the records that comprise the single
authoritative copy of an item of ECP also must be identifiable as being
the single authoritative copy of the particular ECP.

Question 4 | Are the record or records making up the ECP
identifiable as the single authoritative copy of the
record or records making up the ECP?

Answer Yes

Question 5 | What makes a record or records identifiable as the
single authoritative copy?

Answer Their identification, within a Control System and by

the custodian of the ECP (the secured party or its
designated custodian), as the records making up the
single authoritative copy of ECP.
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Commentary

Identification of records as being the single
authoritative copy requires reliance on and confidence
in the integrity of the Control System in which the ECP
is maintained.

Question 6

How are the record or records making up the ECP
identifiable as the single authoritative copy of the
record or records making up the ECP?

Answer

Its existence within a Control System and the features
of the Control System providing for identification of
the record or records making up the ECP as the single
authoritative copy.

Commentary

The identification of record or records as the single
authoritative copy of ECP is based on its existence
within a Control System and the features of the Control
System identifying a copy of ECP as the single
authoritative copy, together with confidence in the
integrity of the Control System. Identification of the
records can be derived from various data and
information associated with the ECP based on both
processes and technology.

The term “record” as used in Article 9 is intended to
convey a technology-neutral approach to, among other
things, memorializing terms of an agreement. The term
also needs to be consistently interpreted in regards to
both electronic and tangible chattel paper. An
electronic record should not be subject to any more
stringent requirements than a tangible record. Some
have suggested that to satisfy the “single authoritative
copy” requirement, the binary code that makes up the
electronic record itself must be unalterable, unique, and
identifiable. That suggestion should be rejected. In the
tangible paper world, that would be tantamount to
requiring that the molecules making up the paper and
ink dots must be unique, identifiable, and unalterable.

31




3.4.3 Unalterable

The third requirement of UCC 89-105 to establish control over ECP is
that, with certain exceptions, it is “unalterable”. UCC §9-105 permits
ECP to be alterable so long as:

1. Copies or revisions that add or change an identified assignee of the
single authoritative copy can be made only with the participation of
the secured party.

2. Each copy of the single authoritative copy and any copy of a copy is
readily identifiable as a copy that is not the single authoritative

copy.

3. Any revision of the single authoritative copy is readily identifiable
as an authorized or unauthorized revision.

In order to show that the records are alterable only within those
exceptions, a Control System must address the following questions.

Question 7 | Is the single authoritative copy unalterable?

Answer No, probably not in absolute terms.

Question 8 If not unalterable, how are revisions made?

Answer Within the Control System and subject to the protocols
and procedures developed for making such revisions.

Commentary | Revisions are tracked within a Control System based on
features and procedures of the Control System and its
Control Environment that provides for verification of
the integrity of the Control System.

Question 9 | How are revisions authorized?

Answer Through the ECP’s existence within a Control System
and the features of the Control System that provide for
appropriate authorization to revise the ECP.

Commentary | Revisions are authorized within a Control System
based on features and procedures of the Control System
and its Control Environment that provides for
verification of the integrity of the Control System.
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Question 10

Are revisions tracked and recorded?

Answer

Yes

Question 11

How are revisions tracked and recorded?

Answer

Through the ECP’s existence within the Control
System and its Control Environment and the features of
the Control System providing for tracking of revisions.

Commentary

From the perspective of a Control System, actions
taken by it will seem authorized; otherwise, the Control
System would not take the requested action. Any
discovery of unauthorized actions will occur outside of
the Control System but within its Control Environment.
Some Control Systems and associated Control
Environments may be designed such that any revision
is treated as unauthorized and only the creation of a
new single authoritative copy of ECP replacing the
existing single authoritative copy of ECP is acceptable.
However, so long as there is confidence in a Control
System’s integrity, as substantiated by its Control
Environment, the Control Environment may be
structured so as to allow for tracking of authorized and
unauthorized revisions.

Question 12

Are unauthorized revisions distinguishable and
identifiable from authorized revisions?

Answer

Yes

Question 13

How are unauthorized revisions distinguishable and
identifiable from authorized revisions?

Answer

The ECP’s existence within the Control System and its
Control Environment and the features of the Control
System and its Control Environment provide for
tracking and analysis of revisions.

Commentary

Although a Control System will make only Authorized
Revisions to an item of ECP, it may be unable to
distinguish a legally authorized action from a legally
unauthorized action. Legally unauthorized revisions
can occur through exploitation of a Control System’s
vulnerabilities and defects, misuse of the Control
System by Authorized Participants, or through
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compromised processes outside of the Control System.
Because the Control System does not detect legally
unauthorized revision, any unauthorized revision must
be detected through mechanisms and processes
contained in its Control Environment. The Control
Environment, including the people, processes, and
technology outside of its Control System, detects
unauthorized revisions.

Question 14

Is the secured party a required participant in
connection with a transfer of the ECP from one
assignee to another?

Answer

Yes

Question 15

How is the secured party a required participant in
connection with a transfer of the ECP from one
assignee to another?

Answer

Through the features and functions of the Control
System and its Control Environment requiring the
secured party’s participation.

Commentary

Assignments of ECP and related revisions thereto are
authorized within a Control System based on features
and procedures of the Control System and its Control
Environment that verify the integrity of the Control
System and the single authoritative copy of ECP before
and after assignment.

Question 16

Is a copy of the single authoritative copy of the
record or records making up the ECP readily
distinguishable from the single authoritative copy?

Answer

Yes

Question 17

How is a copy of the single authoritative copy of the
record or records making up the ECP
distinguishable from the single authoritative copy?

Answer

Within a Control System, the features and functions of
the Control System distinguish the single authoritative
copy from any non-authoritative copies, and outside of
the Control System, all copies are non-authoritative.

Commentary

The features and procedures of a Control System must
be able to distinguish non-authoritative copies of ECP,
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and the record or records making up the non-
authoritative copies of ECP, from the single
authoritative copy of ECP, and the record or records
making up the single authoritative copy of ECP, that
exists within the Control System. ECP’s existence
within the Control System, and its Control
Environment that maintains confidence in the integrity
of the Control System, provides confidence in the
integrity of the single authoritative copy of ECP.

3.5 Assignment and Transfer

In addition to the functional/system requirements set forth above, UCC
§9-105 contains two additional technical requirements. The single
authoritative copy of ECP must include information identifying any
assignee of the ECP. Further, the single authoritative copy must be
“communicated” to and “maintained” by the secured party (or its
designated custodian). The assignment and transfer of an item of ECP
does not destroy the ECP’s character as the single authoritative copy.

Question 18

Does the single authoritative copy of ECP identify
the secured party as the assignee of the record or
records?

Answer

Yes

Question 19

How does the single authoritative copy of the ECP
identify the secured party as the assignee of the
record or records?

Answer

Through the features and functions of the Control
System in which the ECP is maintained.

Commentary

Assignments of ECP and related revisions thereto are
authorized within a Control System based on features
and procedures of the Control System and its Control
Environment that verify the integrity of the Control
System and the single authoritative copy of ECP before
and after assignment.

Question 20

How are assignments tracked so that the single
authoritative copy of ECP identifies the secured
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party as the assignee of the record or records?

Answer

The features and procedures of the Control System in
which the ECP is maintained identify the secured party
as the assignee of the ECP from time to time.

Commentary

Assignments of ECP and related revisions thereto are
authorized within a Control System based on features
and procedures of the Control System. Assignment of
the ECP within a Control System and its Control
Environment maintains confidence in the integrity of
the single authoritative copy of ECP before and after
assignment.

Question 21

Is the single authoritative copy of ECP
communicated to and maintained by the secured
party or its designated custodian?

Answer

Yes

Question 22

How is the single authoritative copy of ECP
communicated to and maintained by the secured
party or its designated custodian?

Answer

The single authoritative copy of ECP is communicated
within the Control System in which the ECP is
maintained.

Commentary

Communication of the ECP is authorized and occurs
within a Control System based on features and
procedures of the Control System. A Control System’s
Control Environment verifies the integrity of the
Control System and the single authoritative copy of
ECP before and after communication.

A single authoritative copy of ECP may also be
communicated to a different Control System, provided,
however, that any such communication must in such
case be completed seamlessly from one Control System
to another. The single authoritative copy of ECP can
only exist within a Control System and must pass from
the transferor Control System to the transferee Control
System without existing outside of a Control System.

In order to maintain control in connection with
transfers from one Control System to another, the
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respective Control Environments are likely to be
overlapping each other in scope.

Question 23

How does the single authoritative copy of ECP
retain its status as the single authoritative copy
following communication to the secured party or its
designated custodian?

Answer

The communications occurs within the Control System
in which the ECP is maintained.

Commentary

So long as the communication takes place within a
Control System, the features and processes of the
Control System together with its existence within its
Control Environment provide for confidence in the
integrity of the Control System and the single
authoritative copy of ECP following communication to
the secured party or its designated custodian.

If a single authoritative copy of ECP is communicated
to a different Control System, any such communication
must be completed seamlessly from one Control
System to another. The single authoritative copy of
ECP can only exist within a Control System and must
pass from the transferor Control System to the
transferee Control System without existing outside of a
Control System. In order to maintain control in
connection with transfers from one Control System to
another, the respective Control Environments are likely
to be overlapping each other in scope.
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